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English 2 LNGT102

This course is designed for students with adequate previous exposure to general English. It is
intended to provide students with a foundation from which they can advance to B2 English
on the Common European Framework of Reference for Languages (CEFR). The course will
build students’ English proficiency in the four language skills and further enhance these skills
with the linguistic and lexical competencies, as well as develop thinking skills, presentation
skills, and related sub-skills.

Health Assessment MSN214

This course deals with the concepts, principles, and techniques of history taking using various
tools, physical examination (head to toe), psycho-social assessment, and interpretation of
laboratory findings to arrive at a nursing diagnosis for the client across the lifespan in
community and hospital settings.

Maternity Nursing MPN322

This course provides foundation knowledge and skills to maintain high-quality nursing care
for women throughout their life span, starting from menarche to going through menopause.
The clinical experience of the students enables them to apply the given knowledge through
practice; to assess, diagnose, plan, implement and evaluate the actual and potential women'’s
health needs during adolescence, pregnancy, labor and delivery, postnatal period, family
planning and to provide counselling, in addition to caring with some of the Gynecological
problems.

Applied Biostatistics FCOM336

The course explores a brief review of the concepts of statistics, descriptions and
summarization of data, basic probability theory, and some important distributions. Basically,
the course focuses on the basic aspects of statistical methods used in designing biological
experiments and in data analysis in the health and biomedical field.

Topics include probability and sampling distributions, point and confidence intervals
estimation, parametric and non-parametric tests emphasising one -and two sample
comparison involving continuous and categorical data, analysis of variance, regression and
correlation, and vital statistics. Computer laboratory assighments with biological data are also
included

@

Child Health Nursing MPN323

This course focuses on applying the pediatric nursing theoretical knowledge in the clinical
area, using the nursing process as a tool while giving nursing care to children with different
medical and congenital problems. The student develops skills in observing and caring for well
and sick children during their stages of development from birth to adolescence in the hospital.
The course starts with concepts of the perspective of pediatric nursing, newborns, high-risk
neonates, feeding and psychological aspects of hospitalization and discussing the growth &
development from birth to adolescence. Selected physiological health problems, including
alteration in respiratory, gastrointestinal, nutritional problems, renal, neurological,
endocrinology, cardiac and congenital anomalies common to all children, are introduced.
Nursing management relevant to each problem is discussed using the developmental nursing
process.



Nursing Care of Adult Il MSN317

This course gives the student the knowledge to apply the critical thinking approach and
decision-making in the health care medical and surgical settings. Also, it helps in developing
skills needed in nursing care based on the nursing process approach. The course helps the
students in identifying the actual and potential problems related to patients with Diabetes
mellitus, urinary tract, immunology, integumentary, sensorineural, neurologic and
musculoskeletal disorders.

Research Process & Evidence-Based Nursing PUB453

This course is designed to emphasize the different research methods, including qualitative
and quantitative studies. It helps the student gain knowledge and information on
implementing the research process. The course also allows the students to understand the
concept of nursing research which will be useful for their clinical nursing practice,
administration, and education.
The course also focuses on the importance of implementing Evidence-Based Nursing into
practice in different healthcare settings. Through EBN, students can conduct nursing research
on more significant problems that help them to solve the problems they encounter while
caring for the patient. This will enhance the quality of nursing care provided for the patient
and improve the quality of nursing education and practice.

Critical and Emergency Nursing EIN 431
This course focuses on the theoretical knowledge and care about critical and emergency
nursing, which is an essential component of the health care delivery system. This course is
designed to give students the chance to gain in depth understanding of nature of critical and
emergency nursing and role of nurse in meeting different needs of patients in critical and
emergency situations. It provides the students with knowledge that will help them to provide
efficient nursing care during critical, emergency and disaster situations either in pre-hospital
settings or in hospital settings and also in disasters. It also includes the development of
professional skills in life saving measures like Cardiopulmonary resuscitation, managing
respiratory and cardiac emergencies and how to foresee and manage complications

effectively.
Community Health Nursing PUB 455

Community Health Nursing courses will prepare the student nurses to provide comprehensive
nursing care to clients/patients in different settings like homes, clinics, offices, and schools.
This course also applies principles and concepts focusing on the prevention and promotion of
health to attain optimal levels of functioning among individuals, families, populations, and
the community at large. Clinical practice is planned so that the students can integrate and
apply knowledge and practice in providing care to the community people with a positive
attitude.

Principles Of Education For Nurses PUB 456

This course consists of theoretical and practical training provided to nurses with the purpose
of preparing them for their duties as nurse educators. It is designed to familiarize the
students with the concepts of teaching /learning processes essential for nursing practice and
nursing education. This also helps the students to differentiate traditional and contemporary
methods of teaching strategies and instructional media including modes of distance
education. In addition to these, this course gives a clear idea on domains of learning,
outcomes, and methods of evaluation, useful in the context of education.




Psychiatric & Mental Health Nursing PUB 457

This course provides the theoretical and practical bases for the care of psychiatric patients
and the promotion and maintenance of mental health of individuals at different age groups.
Nursing process is a strong emphasis that is integrated throughout the psychiatric
nursing/mental health course rather than focusing on the patient's mental disorders, its
etiology, symptoms, and medical treatment. The features of the curriculum include nursing
assessment, and nursing diagnosis guidelines, attention to the guiding principles of
psychiatric nursing and the specific nursing actions derived from those principles. The
explanation of behavioral dysfunctions and their theoretical bases through clinical case
studies, nurse-patent interaction, and view of the nursing process at work through nursing
care plans.

Geriatric Nursing PUB458

Geriatric course explores the concept of ageing process and recognize the significance of
Gerontological care. Content which includes, the physiological psychological, sociological and
emotional aspects of the ageing process. It also explains the health problems commonly seen
in the older people. It describes the nurses’ role to identify the health problems common to
the elderly, and meet the needs of older adults during ageing process. It emphasized about
the application of the nursing process with selected older ill adults in long-term care. The
course also enhances caring attitude and skills in promoting healthy ageing until the last
stages of life by providing dignified and peaceful death.

Nursing Leadership and Management PUB459

This course is designed to introduce students to the management process &leadership skills
within nursing organizations. It focuses on synthesizing theories and concepts of leadership
and management needed to promote personal growth and professional practice to achieve
safe, evidence-based, high-quality, patient-centered care and clinical outcomes. This course
provides students with essential knowledge that supports the transition to professional
practice through the exploration of competencies in leadership and management,
interdisciplinary communication, collaboration, conflict management, teamwork, delegation,
prioritization, change, resource management, and decision-making. A capstone clinical
experience provides an opportunity for the student to develop in the roles of a provider of
care, manager of care, and member of a profession. Students will work with teachers and
nurse mentors to demonstrate and apply the knowledge, skills, and attitudes needed to
transition to professional practice in various healthcare environments.

=

Principles of biochemistry BCHM11

This course gives the student a brief description about the types of chemical bonds and
solutions, expression of concentrations as an introduction to understand the principles of
biochemistry to all health college students. It focuses on the structure and biological
functions of carbohydrates, lipids, proteins, and cell membranes. Also, it describes the
chemical nature, mechanism of enzymes action. However, many clinical conditions as a
result of vitamins and mineral deficiencies will be also discussed. On the other hand, the
course also discusses the classification of hormones and illustrates the structure and
function of nucleic acids. Finally, the course outlines the main metabolic pathways of
different macromolecules.

O L
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Nursing Informatics PUB 454

Nursing informatics is a foundation course that describes the field of informatics in both
nursing and the healthcare system. It provides an interdisciplinary understanding of using
electronic medical records and web-based technologies. The course includes a general
orientation of informatics application in nursing administration, clinical practice, education,
and research.

Capstone Research Project PUB491

This course allows bachelor’s Science in Nursing (BSN) students to apply previously learned
nursing theory and clinical knowledge gained through their BSN student courses and
practicum experiences in the identification and implementation of a scholarly nursing
project.

Students will integrate leadership skills, healthcare policy, quality improvement, evidence-
based and population-based care to design a clinically focused project to improve
client/community outcomes in collaboration with a faculty member.

Development Throughout Life Span MPNZ221

=

This course provides the students with knowledge and understanding of how people grow
and develop throughout the life cycle. It also presents concepts, principles, facts and
assessment methods of human growth and development from conception through death with
emphasis on the psychosocial, cognitive and sociocultural development. It also focuses on
anticipatory guidance to parents regarding common parental concerns and injury prevention in
various stages of development.

Pharmacology Il PUB491
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1 Jolhillg o lail uluws MATH101

2 Jolaillg o lail ulwa MATH202

igllg dxolall el ajdail dal LNGT103

3 Jolaillg o lail ulwa MATH203

ailgoll Auilawo Sluwlwl [ §

Concepts and definitions of Fluid Statics, Forces on submerged surfaces and bodies.
Study of non-viscous flow, conservation of mass, momentum, and energy. Bernoulli's
equation, Dimensional analysis. The PI- theorem, similarity. Viscous flow, pipe flow,
losses in conduit flow. Laminar and turbulent flows.

(aiSlw ) apunia Giilaro CeE200

Statics is the study of forces and their effects on rigid bodies at rest. This course
introduces the fundamental principles of statics, including the concepts of vector
algebra, force systems, equilibrium, and free-body diagrams. Students will learn to
analyze and solve problems involving forces acting on simple structures, such as
trusses, beams, and frames. Topics covered include the analysis of forces in two and
three dimensions, moments and couples, center of gravity, and moments of inertia.
Additionally, the course will cover the principles of friction and their application in
statics problems. Practical engineering applications will be emphasized throughout
the course. Upon completion of the course, students will have a solid understanding of
the principles of statics and the ability to apply them to solve real-world engineering
problems.

This course is ideal for students pursuing a degree in civil, mechanical, or aerospace
engineering.

algoll awaim ME231

Classifications of Materials, Atomic Structure and Interatomic bonding, Structure of
Crystal Solids, Imperfections in Solids, Diffusion, Mechanical properties of Metals,
Dislocations and Strengthening Mechanisms, Phase Diagrams, Thermal processes of
Metal alloys, and Non-metallic Materials.

[uy
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3 aolc cbjia PHYS203

aolgall lauilawo ME332

Types of loads and stresses. Mechanical behavior of materials. Normal and shear
stresses. Stress-strain relations. Torsion stress. Shaft Design. Bending stresses.
Analysis of beams, shearing forces and bending moment diagrams. Transverse shear.
Beam design and deflection. Principal stresses and Mohr's circle Transformation of
plane stress. Stresses in Thin-Walled Pressure Vessels. Stresses under combined
loadings.

guinill illac ME313

Introduction, Principles of metal cutting (machining processes, types of chips).
Machining time of different operations. Bulk deformation processes (hot and cold
forming processes, workability and limits of forming). Sheet metal processes
(formability of sheets and sheet forming processes). Casting processes (solidification
and melting, furnaces, expendable and permanent mold casting). Powder Metallurgy.
Welding processes.

ayladl agolipall ¢l bl

Concepts and definitions. Thermodynamic properties: ideal gas model, real gas model,
pure substance model. Different forms of energy, heat and work. First law of
thermodynamics, applications of first law for system and control volume analysis.
Second law of thermodynamics: Kelvin Planck and Clausius statements, refrigerators
and heat pumps. Entropy: Clausius inequality, isentropic efficiency for turbines,
compressors, pumps, nozzles and diffusers. Introduction to power cycles.

GluSlall pnlic proni ME333

Introduction to mechanical engineering design. Design for different types of loading.
Plain surface bearings. Power screws. Mechanical spring. Permanent and non-
permanent joints. Element-storing and/or transferring rotational energy such as
clutches, brakes, and flywheels.

aduhill gilgall Builhro

Differential forms of the governing equations for fluid flow, Inviscid flow.
Compressible and isentropic flow, boundary layer in laminar ant turbulent flow and its
application. flow in pipe networks, performance analysis of hydraulic machine.

17 —



auilhro proni ME434

Mechanical drive. Belt drives. Brake. Kinematics of gears. Design of gears. Keys and
couplings. Shaft design. Rolling contact bearings. Completion of the design of a power
transmission

aliallg aljall JLal ME442

Principles of Heat Transfer, steady state and transient conduction in different co-
ordinates, extended surfaces. Convection heat transfer. Analysis and empirical
relations for forced and natural convection. Radiation heat transfer, radiation exchange
between black and grey surfaces. Heat transfer applications (Heat Exchangers).

atauilaro Liljljiol

This course covers one- and multi-degree-of-freedom systems. Natural frequencies
and modes of vibrations, resonance, beat phenomenon, effect of damping,
applications to practical problems, and methods to avoid excessive vibrations.

I b pronill ME425

Introduction computer in industrial manufacturing, CAD/CAM hardware, computer
graphics. Design of industrial products, geometric modelling, CAD standards,
Introduction to drafting system, introduction to modelling system, Finite element
analysis

Basic principles of developing experiments, basic statistical concepts, simple
comparative experiments, experimental design techniques (single factor experiments,
the two-level factorial design, general factorial design) data analysis, analysis of
variance (ANOVA), predict input and output, regression modeling.

auduhi dy)lis Buolipa

Availability and Irreversibility, Exergy analysis. Power cycles. Refrigeration cycles. Gas
mixtures, air-water vapor mixture. Psychometric, Psychometric processes and air
conditioning cycles. Combustion of hydrocarbon fuels

clggll cauaig ypi MES544

Refrigerants and their characteristics, multi-stage and cascade vapor compression
refrigeration systems, Absorption refrigeration systems. Cold Stores, Psychometric
processes. Human comfort. Cooling load calculations.
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2 (uanAj jlisl MExxx

(l5s0liya) apwain Builhro

Review of particle motion. Rotation and translation of a rigid body in the plane.
General motion. Displacement, velocity, and acceleration of rigid bodies. Newton's
Second Law of Motion. Equations of motion for a rigid body. Work and energy. Impulse
and momentum.

1 il ggpdio ME592

Selected engineering design process. ldentify the design problem. Define the
approach. Plan of action and scheduling. Gather Information. Identify problem
statement, opportunities, develop all relevant requirements based on basic sciences,
mathematics, and engineering sciences. Perform analysis and synthesis. Generate
multiple solutions. Evaluating the design solutions against requirements. Obtain a
high-quality solution under the given circumstances.

upy Gl MESZ23

Preliminary design procedures for turbo-machines. Ideal and actual performance
characteristics for hydraulic pumps and turbines, axial and centrifugal flow pumps and
fans, axial and radial flow hydraulic turbines. Cavitation in hydraulic machinery.

wdala @lial ailso ME561

Engine types and their application; Two and four stroke engines; Spark ignition and
compression ignition engine; Engines performance parameters; Thermodynamics
cycles of engine; Analysis of air-fuel cycle; Operating parameters of spark ignition
engine; Thermochemistry of combustion in cylinder; Fuel systems (carburetors and
injection); Lubrication and cooling systems of engines; Engine emission and their
control; Engine testing.

04 aohil ME573

Introduction, Review of Laplace transforms. Mathematical modeling of dynamic
system, Block diagram Algebra, signal flow graph, transient and steady state response
analysis, Control system design by root locus, Frequency Domain Analysis

2 apaill ggpiio ME493

Implement the high-quality solution under the given circumstances. Incorporate
appropriate standard, professional ethics, local laws, economical issue, etc. (If
Applicable). Make informed judgments. Design evaluation, justification, and
documentations, prepare report, poster, and final project presentation.

=
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Signals and Systems Analysis EE313

This course introduces different Types of Electrical signals in both Continuous time
and discrete time states. Also, Fourier series, Fourier transform, Laplace transform,
and z-transform are introduced to manage transformation of signals in different
domains. The course demonstrates different types of electrical systems with special
concern to clarify LTI system concepts such as impulse response, step Response
convolution, transfer function, and frequency response. Finally, the course discusses
sampling and Nyquist theorems used to convert analog signals into discrete time

Si

onals and hence to digital si

onals.

Physics of Electricity and Magnetism
This course provides the students with the basic principles of theories of vector
algebra; Electric Fields; Gauss's Law; Electric Potential; Capacitance and Dielectrics;
Current and Resistance; Magnetic Fields and Biot-Savart Law.

Numerical Methods in Engineering EE323

This course covers the concepts and techniques for numerical methods and
algorithms, Solution of non-linear equations-solution of large systems of linear
equations, Interpolation, Curve fitting, Numerical differentiation and integration, and
Solution of differential equations.

24



Electronics EE330

This course introduces semiconductors physics, which is the basics of electronic
devices. It also introduces the concepts in the analysis and design of electronic
circuits. The subsequent parts of this course are presented in the following order: an
introduction to semiconductors physics, the construction of diode and its
characteristics and application circuits; the construction of bipolar junction transistors
(BJT) and its characteristics; operation modes of BJT; DC and AC analysis of BJT circuits;
BJT application and circuits, the construction of field effect transistors (FET) and its
characteristics; operation modes of FET; DC and AC analysis of FET circuits, and FET
application and circuits

Digital Logic Design EE331
The course describes the basic principle of logic design. The course enables the
students to apply algebraic and graphical techniques such as Boolean Algebra and
Karnaugh Maps among others. A wide variety of devices such as Multiplexers,
Decoders, and encoders are studied for designing complex combination networks.
Special emphasis on the study of flip-flops memory devices enables the student to
design several sequential networks.

Structured Computer Programming EE301

This course presents MATLAB basics, built-in functions for the computation of
mathematical formulas, user-defined functions, various structured computer programs
via the m-files of MATLAB.

Microcontrollers EE302

This is an introductory course in designing microcontroller-based systems. Topics
include an overview of a single-chip microcontroller, hardware and software concepts
in microcontroller, system architecture, central processing unit (CPU), internal memory
(ROM, EEPROM, RAM, FLASH), Input/ Output ports, serial communication,
programmable interrupts and timers, microcontroller programming model and
instruction set, assembly language programming.

Electromagnetic Fields EE324

This course aims to provide the student with the fundamentals and theories of
Magnetic field. Magnetic forces and torques, Biot-Savart law; Force between parallel
conductors; Ampere's law; Magnetic boundary conditions; Inductance; Magnetic
energy; Time Varying Fields: Faraday's Law; Stationary Loop in Time-Varying Magnetic
Field; Ideal Transformer; Moving Conductor in Static Magnetic Field; Moving Conductor
in Time-Varying Magnetic Field; Continuity Equation will be attained; Finally, Maxwell's
Equations and Hertz's Discoveries; Plane Electromagnetic Waves; Energy Carried by

Electromagnetic Waves
Microelectronics Devices and Circuits EE332

This course includes frequency response of BJT and MOSFET amplifiers, Feedback in
amplifiers, Differential amplifier, Current Mirror, Operational amplifiers (design and
applications as linear and non-linear analog building blocks), adders, subtractors,
differentiators, integrators, analog simulation, Logarithmic and exponential amplifiers,
Op-amp frequency response, precision converters, analog multipliers, Sinusoidal
oscillators, Introduction to nano-electronics and comparison of microelectronic and
nano-electronic devices.

N
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Electrical Engineering Design EE390

This course describes the concepts and principles of Electrical Engineering Design,
Introduction to the design process, problem-solving skills, and practices dealing with
open-ended problems. Also, this course enforces the skills in teamwork, group
dynamics, critical thinking, planning, scheduling, and written/oral communications
through the design of mini project.

Automatic control engineering EE440

This course introduces different concepts in the analysis and synthesis of control
systems. The subsequent parts of this course are presented in the following order: an
introduction to automatic control systems with various examples of real controlled
systems is addressed in the first part, while modeling of these systems by means of
transfer functions and signal flow graphs is presented in the second part. The other
parts are devoted especially to the stability analysis, the industrial controllers’
synthesis and the performance study of automatic control systems in their closed-loop
architecture.

Electrical Power Systems | EE450

This course introduces the basic concepts and fundamentals of the generation,
transmission and distribution in Electrical Power Systems. Also, it presents the
transmission Line Parameters, Line Model and Performance, Complex Power Flow, and
Per-unit Systems model.

Electro-mechanical energy conversion | EE460

This course provides students with theory of electromechanical energy conversion,
Magnetic circuit, Physical construction and applications of DC machines, types of dc
machines, characteristics of dc machines, Starting and control of dc machines. Also,
Construction and applications of power transformers, types of transformers,
equivalent circuit of power transformer, voltage regulation and efficiency of
transformer, and transformer parallel operation.

Communication Systems EE470

This course introduces and emphasizes major communication system analytical tools
and theories for signal transmission through linear systems. It covers recalling Fourier
series and Fourier transforms, analog communications (Amplitude Modulation (AM)
and Angle Modulation (FM and PM), an introduction to digital communication (BPSK,
BFSK, 00K, and M-ary modulation). Then, the sampling theorem, quantization process,
and encoding process are covered as keys to recognize PCM system.

nJ

Communications laboratory EE471

This course practically emphasizes analog communications (Amplitude Modulation
(AM) and Angle Modulation (FM and PM) Followed by digital communication (BPSK,
BFSK, 00K) experiments.

6 L



Computer Aided Drawing (CAD) Cezc01

This course represents an introductory to engineering drawings. Computer-aided
drawings (CAD) is utilized to produce 2-D engineering drawings. The course is divided
into two sections: AutoCAD and drawing. The course begins by teaching the main
basics and features of AutoCAD software. Then AutoCAD is used to create pictorial
projections, section views, auxiliary views, and dimensioning.

Electrical Measurements and instrumentation EE414

The course provides students with a background in electrical and electronic
measurements and instrumentation. Terms related to electrical measurements are
investigated. The function elements of a general measuring instrument are
introduced. Principles, limitations, and applications of analog DC and AC ammeters and
voltmeters will be studied. Ohmmeters, DC and AC bridges are analyzed. The principle
of operation and construction of the oscilloscope and function generator will be
investigated. Electronic and digital measurement systems will also be given some
consideration.

Power Electronics | EE433

This course provides students with the classifications of power electronic circuits,
power semiconductor devices characteristics, design uncontrolled and controlled single
phase rectifiers, analysis of uncontrolled and controlled three phase rectifier circuits,
analysis of AC voltage controllers, study the behavior of DC-DC converters,
Introduction to frequency converters and inverter.

Renewable Energy EE451

This course presents renewable energy conversion systems with an overview of
today’s energy use, fossil fuels and environmental impact, renewable energy sources
and their applications in electrical power generation. Also, it discusses different
renewable energy sources including Solar Energy: (Solar radiation, Solar thermal
energy conversion and applications, Concentrated solar power (CSP), Photovoltaics
(Solar cells)), Biomass and Bioenergy: (Biomass types, Conversion processes and
production), Wind Energy: (Introduction of wind energy, Wind turbines, wind farms, and
power control, Wind energy conversion system, Wind power), Hydropower:
(Hydropower types, Water sources, and power), Energy Storage: {Energy storage
systems components and applications, Flywheel Energy, Pumped hydro,
Superconducting magnetic energy storage (SMES), Batteries types and specifications,
Hydrogen and Fuel Cells: (Basics of electrochemistry, Polymer membrane electrolyte
(PEM) fuel cells, Fuel cells’ electrical characteristics).

Electro-mechanical energy conversion |l EE461
This course provides students with Physical construction and applications of Induction
machines, types of induction machines, Equivalent circuit of induction motor,
performance of induction motor, Starting and speed control of induction motor. Also,
Construction and applications of synchronous generator, Armature winding for A.C
machines, induced emf equation of synchronous generator, voltage regulation and
efficiency of synchronous generator, and synchronous generator parallel operation.



Electrical Machines Lab EE46°2

This course covers the following parts: No-load and short circuit tests for single phase
transformer, Load characteristics of single phase transformer, Different connections
for three phase transformer, Voltage build up for dc generator, No-load and load
characteristics of dc generator, Study the performance of dc motor under different
conditions, Study the performance of synchronous motor under different conditions,
V-curves of synchronous motor, No-load and short circuit tests for synchronous
generator, Study the performance of induction motor under different conditions,
Speed control of induction motor.

Programmable Logic Controller EE541

This course provides students with an introduction to Programmable Logic Controller
(PLC) and their applications in industrial settings. The course covers the basics of PLC,
including input/output devices such as sensors, transducers, and actuators, as well as
programming elements such as timers, counters, comparators, sensors, and actuators.
Students will design ladder diagrams and program a PLC to control industrial processes
and explore the different applications of PLC in manufacturing, production, quality
control, and other relevant areas through case studies.

Electrical Power System || EES52

This course presents performance analysis methods for power systems. The Course
covers the fault analysis for both symmetrical and unsymmetrical faults, sequence
networks. Then, it presents the definition of Load flow problem, how to solve the load
flow equations by using Gauss-Seidel, Newton-Raphson, and Fast-Decoupled
techniques. Finally, the course introduces the power system stability issue including
steady-state and transient stability problem.

Power Systems Laboratory EES53

This course provides students with Transmission Line Model, Transmission Line at no-
load, Faults on Transmission Line, Methods of earthing, Reactive Power Compensation
(series and shunt Compensation), 3-phase Alternator, Characteristics of isolated
alternator, Characteristics of alternator coupled to network, Manual synchronization,
Automatic synchronization circuits, Active and reactive power sharing.

nJ

Electrical Installation EES92

This course provides students with Basic electrical system installation and load
calculation for residential, office and commercial buildings. Concept of light, vision, and
color. Luminaries and lamps. Lighting system design procedures; calculation and
measurement techniques, evaluation of interior lighting quality, and daylighting.
Grounding methods for different buildings. The course features an electrical design
mini-project where students are required to develop and present a basic set of
electrical design documents for a medium-size building.

8 L



Electric Power Transmission and Distribution EES54

The course provides students with all the details of two methods of electric power
transmission (overhead lines, cables, and the transmission line parameters). In this
context, the course includes the following items, suspension insulators of overhead
transmission lines, corona discharge, surges on transmission systems, load
characteristics, and underground cables. Besides, system grounding is provided.
Nevertheless, in the last part of the course, distribution systems are addressed
namely, the design of distribution systems complied with the Saudi Arabian
Distribution Code.

Electrical Power Systems | EES55

nJ

This course introduces the basic concepts and fundamentals of the generation,
transmission and distribution in Electrical Power Systems. Also, it presents the
transmission Line Parameters, Line Model and Performance, Complex Power Flow, and
Per-unit Systems model.

Communication Systems EE470

This course introduces and emphasizes major communication system analytical tools
and theories for signal transmission through linear systems. It covers recalling Fourier
series and Fourier transforms, analog communications (Amplitude Modulation (AM)
and Angle Modulation (FM and PM), an introduction to digital communication (BPSK,
BFSK, 00K, and M-ary modulation). Then, the sampling theorem, quantization process,
and encoding process are covered as keys to recognize PCM system.

Communications laboratory EE471
This course practically emphasizes analog communications (Amplitude Modulation

(AM) and Angle Modulation (FM and PM) Followed by digital communication (BPSK,
BFSK, 00K) experiments.

9 L
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Signals and Systems Analysis EE313

This course introduces different Types of Electrical signals in both Continuous time
and discrete time states. Also, Fourier series, Fourier transform, Laplace transform,
and z-transform are introduced to manage transformation of signals in different
domains. The course demonstrates different types of electrical systems with special
concern to clarify LTI system concepts such as impulse response, step Response
convolution, transfer function, and frequency response. Finally, the course discusses
sampling and Nyquist theorems used to convert analog signals into discrete time
signals and hence to digital signals.

Physics of Electricity and Magnetism EE322

This course provides the students with the basic principles of theories of vector
algebra; Electric Fields; Gauss's Law; Electric Potential;, Capacitance and Dielectrics;
Current and Resistance; Magnetic Fields and Biot-Savart Law.

Numerical Methods in Engineering EE323

This course covers the concepts and techniques for numerical methods and
algorithms, Solution of non-linear equations-solution of large systems of linear
equations, Interpolation, Curve fitting, Numerical differentiation and integration, and
Solution of differential equations.



Electronics EE330

This course introduces semiconductors physics, which is the basics of electronic
devices. It also introduces the concepts in the analysis and design of electronic
circuits. The subsequent parts of this course are presented in the following order: an
introduction to semiconductors physics, the construction of diode and its
characteristics and application circuits; the construction of bipolar junction transistors
(BJT) and its characteristics; operation modes of BJT; DC and AC analysis of BT circuits;
BJT application and circuits, the construction of field effect transistors (FET) and its
characteristics; operation modes of FET; DC and AC analysis of FET circuits, and FET
application and circuits

Digital Logic Design EE331

The course describes the basic principle of logic design. The course enables the
students to apply algebraic and graphical techniques such as Boolean Algebra and
Karnaugh Maps among others. A wide variety of devices such as Multiplexers,
Decoders, and encoders are studied for designing complex combination networks.
Special emphasis on the study of flip-flops memory devices enables the student to
design several sequential networks.

Structured Computer Programming EE301

This course presents MATLAB basics, built-in functions for the computation of
mathematical formulas, user-defined functions, various structured computer
programs via the m-files of MATLAB.

Microcontrollers EE302

This is an introductory course in designing microcontroller-based systems. Topics
include an overview of a single-chip microcontroller, hardware and software concepts
in microcontroller, system architecture, central processing unit (CPU), internal memory
(ROM, EEPROM, RAM, FLASH), Input/ Output ports, serial communication,
programmable interrupts and timers, microcontroller programming model and
instruction set, assembly language programming.

w

Electromagnetic Fields EE324

This course aims to provide the student with the fundamentals and theories of
Magnetic field. Magnetic forces and torques, Biot-Savart law; Force between parallel
conductors; Ampere's law; Magnetic boundary conditions; Inductance; Magnetic
energy; Time Varying Fields: Faraday's Law; Stationary Loop in Time-Varying Magnetic
Field; Ideal Transformer; Moving Conductor in Static Magnetic Field; Moving Conductor
in Time-Varying Magnetic Field; Continuity Equation will be attained; Finally, Maxwell's
Equations and Hertz's Discoveries; Plane Electromagnetic Waves; Energy Carried by
Electromagnetic Waves.

5 —



Microelectronics Devices and Circuits EE332

This course includes frequency response of BJT and MOSFET amplifiers, Feedback in
amplifiers, Differential amplifier, Current Mirror, Operational amplifiers (design and
applications as linear and non-linear analog building blocks), adders, subtractors,
differentiators, integrators, analog simulation, Logarithmic and exponential amplifiers,
Op-amp frequency response, precision converters, analog multipliers, Sinusoidal
oscillators, Introduction to nano-electronics and comparison of microelectronic and
nano-electronic devices.

Electrical Engineering Design EE390

This course describes the concepts and principles of Electrical Engineering Design,
Introduction to the design process, problem-solving skills, and practices dealing with
open-ended problems. Also, this course enforces the skills in teamwork, group
dynamics, critical thinking, planning, scheduling, and written/oral communications
through the design of mini project.

Automatic control engineering EE440

This course introduces different concepts in the analysis and synthesis of
control systems. The subsequent parts of this course are presented in the
following order: an introduction to automatic control systems with various
examples of real controlled systems is addressed in the first part, while
modeling of these systems by means of transfer functions and signal flow
graphs is presented in the second part. The other parts are devoted especially
to the stability analysis, the industrial controllers’ synthesis and the
performance study of automatic control systems in their closed-loop
architecture.

Electrical Power Systems | EE450

This course introduces the basic concepts and fundamentals of the generation,
transmission and distribution in Electrical Power Systems. Also, it presents the
transmission Line Parameters, Line Model and Performance, Complex Power Flow, and
Per-unit Systems model.

w

Introduction to Artificial Intelligence EE403

This course provides students with fundamental concepts and techniques of
intelligent systems. Topics include knowledge representation and interpretation,
search strategies and control, active research and applications in intelligent agents
and expert systems.

6 L



Communication Systems EE470

This course introduces and emphasizes major communication system analytical tools
and theories for signal transmission through linear systems. It covers recalling Fourier
series and Fourier transforms, analog communications (Amplitude Modulation (AM)
and Angle Modulation (FM and PM), an introduction to digital communication (BPSK,
BFSK, 00K, and M-ary modulation). Then, the sampling theorem, quantization process,
and encoding process are covered as keys to recognize PCM system.

Communications laboratory

This course practically emphasizes analog communications (Amplitude Modulation
(AM) and Angle Modulation (FM and PM) Followed by digital communication (BPSK,
BFSK, OOK) experiments.

Computer Aided Drawing (CAD) CeE201

This course represents an introductory to engineering drawings. Computer-
aided drawings (CAD) is utilized to produce 2-D engineering drawings. The
course is divided into two sections: AutoCAD and drawing. The course begins
by teaching the main basics and features of AutoCAD software. Then AutoCAD
is used to create pictorial projections, section views, auxiliary views, and
dimensioning.

Electrical Measurements and instrumentation EE414

The course provides students with a background in electrical and electronic
measurements and instrumentation. Terms related to electrical measurements are
investigated. The function elements of a general measuring instrument are
introduced. Principles, limitations, and applications of analog DC and AC ammeters and
voltmeters will be studied. Ohmmeters, DC and AC bridges are analyzed. The principle
of operation and construction of the oscilloscope and function generator will be
investigated. Electronic and digital measurement systems will also be given some
consideration.

Microprocessor EE404

This course covers the basic concepts of Microprocessor, including designing
microprocessor-based systems, an overview of a microprocessor, hardware and
software concepts, system architecture, central processing unit (CPU), internal
memory (ROM, EEPROM, RAM, FLASH), Input/ Output ports, serial communication,
programmable interrupts and timers, microprocessor programming model and
instruction set, assembly language programming.



Microprocessor and Microcontroller Laboratory EE405

This course covers the basic concepts of Microprocessor, including designing
microprocessor-based systems, an overview of a microprocessor, hardware and
software concepts, system architecture, central processing unit (CPU), internal
memory (ROM, EEPROM, RAM, FLASH), Input/ Output ports, serial communication,
programmable interrupts and timers, microprocessor programming model and
instruction set, assembly language programming.

VLSI Circuit Design EE434

This course covers MOS transistor structure and device modeling, MOS Inverters, MOS
Combinational Circuits, Device feature size scaling, Multi-Vdd Circuits, Dynamic voltage
scaling, Power Management, Hardware Software Trade-off, Bus Encoding,
Architectural optimization, Clock Gating, Logic styles, Variable-threshold-voltage CMOS
(VTCMOS) approach, Multi threshold-voltage CMOS (MTCMOS) approach, Power gating,
Transistor stacking, Dual-Vt assignment approach (DTCMOS), Adiabatic Switching
Circuits, Battery-aware Synthesis, Variation tolerant design, and Simulation tools for
low power synthesis.

FPGA Laboratory EE435

This course covers some practical experiments on modeling style and synthesis
results, implementation of simple combinational design, design a Full Adder, 4-bit
Adder, seven segment display, 3 to 8 Decoder, Up Counter, Up-Down Counter,
implement a traffic light control circuit, FPGA system design using IP Integrator.

Programmable Logic Controller EES541

This course provides students with an introduction to Programmable Logic Controller
(PLC) and their applications in industrial settings. The course covers the basics of PLC,
including input/output devices such as sensors, transducers, and actuators, as well as
programming elements such as timers, counters, comparators, sensors, and actuators.
Students will design ladder diagrams and program a PLC to control industrial processes
and explore the different applications of PLC in manufacturing, production, quality
control, and other relevant areas through case studies.

Digital Communication EE472

w

The Digital Communication Systems course focuses on the principles and techniques
of digital communication systems, including Pulse-Code Modulation (PCM), M-ary
modulation, and baseband and band-pass signal analysis. Students will explore the
factors affecting binary signals and M-ary pulse waveforms, such as error probability,
additive white Gaussian noise (AWGN), inter-symbol interference, and distortion. The
course also provides a comparison between Amplitude, Frequency, and Phase Shift-
Keying modulations and analysis of binary encoding formats. This course combines
theoretical concepts with practical applications, enabling students to design and
analyze digital communication systems.
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Introduction to Optoelectronics Devices and Systems EES536

This course covers the basic concepts of Microprocessor, including designing
microprocessor-based systems, an overview of a microprocessor, hardware and
software concepts, system architecture, central processing unit (CPU), internal
memory (ROM, EEPROM, RAM, FLASH), Input/ Output ports, serial communication,
programmable interrupts and timers, microprocessor programming model and
instruction set, assembly language programming.

Antenna Theory EES73

This course presents the fundamental principles of antenna theory, analysis, design,
and measurements of antennas, structures of antenna, applications of the most basic
and practical configurations, such as linear dipoles; loops; arrays; aperture antennas;
horn antennas; micro strip antennas; and reflector antennas.

Antenna Laboratory EES574

An antenna laboratory course typically provides students with hands-on experience in
the design, fabrication, measurement, and analysis of various types of antennas. The
course may be offered as an elective or as part of a larger program in electrical
engineering, telecommunications engineering, or related fields.

Digital Signal Processing EES80

This course provides students with an introduction to Programmable Logic Controller
(PLC) and their applications in industrial settings. The course covers the basics of PLC,
including input/output devices such as sensors, transducers, and actuators, as well as
programming elements such as timers, counters, comparators, sensors, and actuators.
Students will design ladder diagrams and program a PLC to control industrial processes
and explore the different applications of PLC in manufacturing, production, quality
control, and other relevant areas through case studies.

w

Introduction to Embedded Systems EES506

This course introduces students to the fundamentals of the hardware and firmware
architecture of embedded systems and their applications. It includes a comprehensive
overview of the PIC and AVR microcontrollers, their architecture, interfacing,
programming, and usage. In addition, the course provides students with an insight of
embedded systems, real-time operating systems, development boards, sensors and
actuators, embedded systems in real time, and embedded systems applications (loT).

9 L
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Discrete Mathematics MATH474

The topics covered include the fundamental concepts of Discrete mathematics and use
other method for resolving the mathematical problem

Digital Logic Design CS210

This course provides a modern introduction to logic design and the basic building
blocks used in digital systems, in particular digital computers. It starts with a
discussion of combinational logic: logic gates, minimization techniques, arithmetic
circuits, and modern logic devices. The second part of the course deals with sequential
circuits: flip-flops, synthesis of sequential circuits, and case studies including counters,
registers, and random-access memories. State machines will then be discussed and
illustrated through case studies of more complex design systems. Different
representations including truth table, logic gate, timing diagram switch representation,
and state diagram will be discussed. The course is supported by a digital logic design
laboratory that uses digital training kits.

Applied Math for Computation CS220

This course is designed to provide students with a variety of disciplines who want to
use computing to explore scientific problems. The focus will be on basic numerical
methods for scientific and engineering problems, and MATLAB will be used as the
primary environment for numerical computations. Topics include overview of
MATLAB's syntax, code structure and algorithms, basic numerical methods for linear
systems and eigenvalue problems.

Databases (S241

The objective of this course is to prepare students to be able to implement a working
database system using one of the popular DBMSs such as Oracle. The course
introduces students to the concepts of databases and database modeling and design.
It provides students with a three-stage methodology for designing relational database
applications, namely, conceptual, logical, and physical database modeling and design.
In the first stage students will build a conceptual data model that is independent of all
physical considerations. They will then transform this model in the second stage into
the relational database logical model. In the third stage, students will translate the
logical data model into a physical design for the target DBMS.
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Algorithms Design and Analysis (S221

The course is intended to introduce selected fundamental algorithms from different
application areas to illustrate the techniques used to construct specific strategies for
solving problems, and to study the performance of these algorithms. Topics include
formal definition and characterization of algorithms, fundamentals of algorithm
efficiency including recurrence relations, asymptotic notation, efficiency classes,
empirical analysis of performance, brute force techniques, divide-conquer, decrease-
conquer, graphs, and dynamic programming and greedy technique for optimization
problems.

This course is designed to introduce the basic concepts and required skills for
software engineering. It describes the evolving role of software engineering and its
principles and aspects. It also focuses on the different process models: waterfall,
prototype etc. and describes how to manage a software project, which includes:
software project management concepts, team organization, cost estimation, project
scheduling, tracking, project planning, and risk management. The course also
describes the requirement engineering, which includes requirement elicitation,
requirement analysis, requirement validation, requirement specification, and
requirement documentation. In this course students will learn to review a software
requirements document using best practices to assess its quality along with the use
of software tools to support the software project management and the requirement
engineering definition.

Introduction to Statistics STAT131

Collecting data, graphical presentation and tabulation. Measures of central tendency
and measures of dispersion. Basic concepts of probability of events. Random variables,
probability distributions, variance and expected value, binomial distribution and
normal distribution. Sampling and sampling distribution: Sampling distribution of
sample mean, central limit theorem and sampling distribution of proportion.
Introduction to estimation and hypothesis testing: Estimation of population mean and
proportion. Tests of statistical hypotheses regarding one mean and difference

between two means. Tests of statistical hypotheses regarding one proportion and
difference between two proportions

Operating Systems CS312

This course is designed to provide the student with a general overview of operating
systems concepts, methodologies and techniques used in the field and their trades-
offs, with various examples from the contemporary used systems. The student will
learn about the basic structure of an operating system, its interaction with the
hardware, software, and users, and the services it provides. The course illustrates
different algorithms and techniques used in controlling, managing, and allocating
various computer resources, such as CPU, memory, storage, and |I/0 devices. It

demonstrates the tuning of the operating system for maximizing the utilization and
increasing the performance of the computer system



Computer Networks CS370

This course is designed to provide the student with an introduction to computer
networks and the OSI- layers reference model, which includes necessary protocols.
This course also includes a detailed discussion of TCP/IP protocol suite: data link layer,
transport layer, network layer, and application layer. Course practical includes the
study of different networking mediums, devices, and configuration.

Advanced Programming CS304

This This course covers advanced programming concepts using Java programming
language. It starts with building graphical user interface (GUI) focusing on different
layout managers and user interface components along with handling events related to
these user interface components. The students will then learn about parallel
programming using multithreading and building database driven applications using
JDBC. The course also covers building network applications using Java Socket
Programming.

Computer Architecture and Organization CS311

The objective of this course is to explain how computers are designed and how they
work. Students are introduced to modern computer principles using a typical processor.
They learn how efficient memory systems are designed to work closely with the
processor, and how input/output (I/0) systems bring the processor and memory
together with a wide range of devices. The course emphasizes system-level issues
and understanding program performance. Topics include instructions sets, assembly
language, internal data representation, computer arithmetic, processor data path and
control, memory hierarchy, pipeline, and parallel processing.

Linear Algebra MATHZ222

This course introduces students to matrices and linear systems, determinant, vector
space, vector subspaces, orthogonal projection, linear transformation, eigenvalues and
eigenvectors, diagonalization, power of matrix, differential system.

Free Course1l jjdoll jo)

University Elective 2 jjdoll jo)

Cyber Security CS471

~

This course provides a broad overview of cybersecurity. The terminology, approaches,
and underlying technologies used in cybersecurity are covered. The technical and
operational issues of information and computer network security including schemes
for breaking security, risk management approaches and techniques for detecting and
preventing security violations are included. The course also discusses a variety of
cryptography methods and algorithms and focus on ethical and legal issues and
responsibilities related to information and computer security.
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Web Programming CS305

This course is designed to provide the student with foundational web programming
knowledge and skills for developing interactive internet-based applications. The
student will learn about the architecture of a web application; the HTML language to
design static web pages, the Cascading Style Sheets (CSS), the client-side scripting
language (JavaScript), the server-side scripting language (PHP), and the interaction
with a database (DBMS MySQL). Course work includes the development of static and
dynamic web pages.

Computer Graphics CS380

This course will introduce students all aspects of computer graphics including
hardware and software and applications. The student will use a standard computer
graphics APl (Open GL) to reinforce concepts and study fundamental computer
graphics through several programming applications. Topics include introduction to
computer graphics, vector, and pixel display system, 2D and 3D modeling and
transformations, viewing, transformations, projections, rendering techniques,
graphical software packages, and graphics systems.

Graduation Project 1 CS497

This course is the first part of a sequence of two project modules that are graduation
requirements of the Computer Sciences program. In this module, the students are
expected to propose, analyze, and design a software system or conduct a thorough
investigation of a particular IS-related problem for contribution in computer science
and related research domains. The deliverables are oral presentations and written
reports demonstrating a quantifiable approach to the solution.

Compiler Construction CS407

This course provides students with an investigation of compiler theory, design, and
construction. It also introduces basic concepts of different phases of a compiler, which
qualifies students to understand contents of this course. Topics include Compiler &
Interpreter, Compilation process, Front-End Phases of a compiler, Back-End Phases of a
compiler, Symbol Table, Error Handler, Compiler-construction tools, Syntax Definition,
Syntax-Directed Translation, The role of the lexical analyzer, Specification &
Recognition of tokens, Finite Automata, DFA & NFA, From Regular Expressions to
Automata, The role of parser & Context-free grammars, and Top-down & Bottom-up
parsing Techniques.



Graduation Project 2 CS498

This course is the second part of a sequence of two project modules that are
graduation requirement of the Information System program. The project allows
students to use their acquired knowledge throughout the program to implement the
proposed design during graduation project 1. It will also assist students to perform
testing, apply appropriate error detection and corrections techniques and help
students to evaluate their system/software. Students will be able to work individually
as well as in a team. Students will be guided to maintain ethical issues, documentation
formats, develop presentation and communication skills, use of references and
checking plagiarism. The deliverables are oral presentations, progress reports, a
runnable software/developed system, and a final report.

Field Training CS499
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Algorithms Design and Analysis CYz22

The course is intended to introduce selected fundamental algorithms from different
application areas to illustrate the techniques used to construct specific strategies for
solving problems, and to study the performance of these algorithms. Topics include
formal definition and characterization of algorithms, fundamentals of algorithm
efficiency including recurrence relations, asymptotic notation, efficiency classes,
empirical analysis of performance, brute force techniques, divide-conquer, decrease-
conquer, graphs, and dynamic programming and greedy technique for optimization
problems.

Databases CY240
The objective of this course is to prepare students to be able to implement a working
database system using one of the popular DBMSs such as Oracle. The course introduces
students to the concepts of databases and database modeling and design. It provides
students with a three-stage methodology for designing relational database applications,
namely, conceptual, logical, and physical database modeling and design. In the first
stage students will build a conceptual data model that is independent of all physical
considerations. They will then transform this model in the second stage into the
relational database logical model. In the third stage, students will translate the logical

data model into a physical design for the target DBMS.
Operating Systems Hardening (OSH) Cy311

This course examines network security principles and concepts from the perspective of
the operating system “0S". Emphasis is on discovering vulnerabilities in the standard
operating systems (0S) that are targeted for attack, and on the methods and
countermeasures necessary to take a proactive and proactive stance to address security
vulnerabilities. is placed. Students will examine hardening and security-related
principles, practices, and policies to protect operating systems from security threats. It
focuses on vulnerabilities and associated countermeasures for various operating
systems and network devices.

Cryptography is an essential part of modern communication, covering everything from
web browsing to data storage. This course will introduce the principles, methods, and
definitions of cryptography, as well as some of the most important applications and
implementations. It will discuss protocols, public-key techniques, and more advanced
cryptographic tasks such as zero-knowledge and privacy mechanisms. It will cover
topics such as pseudorandom functions, number generators, stream ciphers, block
ciphers, hash functions, message authentication functions, digital signatures, and key
exchange, as well as the hard mathematical problems underlying the security of
asymmetric systems.



Advanced Algorithms (AAL) CY323

This advanced course, the second part of a two-course series, explores sophisticated
algorithms in algorithmic solution design and advanced data structures. Covering diverse
application areas, the course illustrates techniques for problem-solving, focusing on
performance analysis. Topics include space and time tradeoffs, advanced dynamic
programming, greedy techniques, iterative improvement, and algorithmic limitations.
Additionally, the course integrates coding, compression concepts, and delves into
artificial intelligence algorithms like Bloom filters, Naive Bayes, and MapReduce,
addressing NP-hard problems. Students gain a comprehensive understanding of
advanced algorithmic approaches and practical applications across various domains.

Cybersecurity Programming (Python) CY305

This course provides Introduction to Python development environment, basic syntax,
variables, data types and control structures. Functions, modules and libraries in
Python. Network security concepts using Python including TCP/IP network
programming fundamentals and socket programming. Web application security using
Python such as  building secure web  applications that utilize
authentication/authorization mechanisms while implementing custom cryptography
algorithms like AES/RSA etc.

Security Risk Analysis cyz2sl

This course includes the knowledge and skills of the models, methodologies, and
processes for assessing, managing, and dealing with cyber risks.

Cybersecurity Foundations cy221

This course introduces students to the fundamentals of cybersecurity. Students will
explore key security concepts, policies, and safeguards. They will gain expertise in risk
management strategies and learn to effectively utilize various cybersecurity
resources and technologies. The course also emphasizes best practices in security
training, assurance, and the implementation of robust security measures to protect
digital environments.

of Information Security .Found .Math cyeel
This course provides students the mathematics foundations of information security of
classical cryptosystems as well as newer cryptosystems such as RSA, Diffie-Hellmann
key exchange, and other discrete logarithm-based cryptosystems to introduce the
mathematical foundations of information security. The emphasis will be on basic

mathematical tools. The course also offers an overview of Cryptography and Basic
Number Theory.

~
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Cyber Threats (CTH) CY382

This course introduces the various types of cyber threats and their sources,
techniques ,and impacts .The course covers the models and characteristics of cyber
adversaries and their common attack methods ,such as malware ,wireless attacks,
social engineering ,password cracking ,data interception ,spoofing ,session hijacking,
denial of service ,web application attacks ,cloud computing attacks ,zero-day exploits,
and advanced persistent threats .The course also teaches the concepts and tools for
identifying ,analyzing ,and responding to cyber threats in different domains and
contexts.

Ethics and Compliance (PLE) ,Legal ,Policy CY362

The course provides an understanding of the ethical and legal aspects of cyberspace
along with the risks involved .The course also discusses ethical ,legal ,and regulatory
compliance issues related to the practice of cybersecurity .It covers key mandates and
laws in cybersecurity.

Network Technology and Protocols (NTP) CY371

This course is an advanced course that covers network switching ,IPv4 and IPv6
addressing ,routing tables and metrics ,layer 2/3 security issues ,IPsec ,DNS & NetBIOS
naming services as well as network analysis using tools like NetFlow .The course
enables students to design ,implement and troubleshoot enterprise-level networks
using industry standard tools & equipment.

Network Security Administration (NSA) CY372

This course is an advanced course that covers mapping business objectives,
cybersecurity best practices ,main security solutions and product categories with their
features .It also includes risk assessment and management techniques incident
identification and response procedures ,deployment/upgrade processes ,user
acceptance testing along with maintenance windows management using monitoring
tools.

IT Systems Components (ISC) CY312
This course provides students with a basic understanding of the components of an IT
system and their roles in system operation. It covers Storage Devices, System
Architectures, Alternative environments, Networks, Network Security Components,
Intrusion Detection and Prevention Systems, Incident Response, Managed Services,
Software Security, Configuration Management, Patching, Vulnerability Scanning,
People and security, Physical and environmental security concerns, and Internet of
Things (IQT).

~
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Network Defense (NDF) CcY473

This course provides an overview of network defense concepts and techniques that
are essential for protecting computer networks and systems from cyberattacks.
Student will learn how to identify and prevent common network attacks, such as
malware, phishing, denial-of-service, and man-in-the-middle, using network hardening
strategies and tools, such as firewalls, DMZs, proxy servers, VPNs, honeypots,
honeynets, and IDS/IPS. You will also learn how to minimize the exposure, attack
surface, and vectors of a network by applying the principle of defense in depth and
following network security best practices. Additionally, you will learn how to monitor
and analyze network traffic for threat detection and hunting, using network security
monitoring tools and methods, such as packet capture, flow analysis, and attack
pattern recognition. Finally, you will learn how to develop and enforce network
security policies that align with the organization’s goals and compliance requirements.

Digital Forensics (DFS) CY463

This course provides an overview of the principles and practices of digital
investigation, emphasizing the fundamentals and importance of digital forensics. It
covers the major phases of digital investigation such as preservation, analysis and
acquisition of artifacts. It emphasizes the importance of digital forensics, and to
prepare students to conduct a digital investigation in an organized and systematic
way. It will provide theoretical and practical knowledge and current research on Digital
Forensics and offers the possibility to apply open-source forensics tools to perform
digital investigation and understand the underlying theory behind these tools

Graduation Project 1 CY497

This course is the first part of a sequence of two project modules that are graduation
requirements of the Cybersecurity program .In this module ,the students are expected
to propose ,analyze ,and design a software system or conduct a thorough
investigation of a particular IS-related problem for contribution in computer science
and related research domains .The deliverables are oral presentations and written
reports demonstrating a quantifiable approach to the solution

Software Reverse Engineering (SRE) CY450

This course provides students with the opportunity to gain experience with current
reverse engineering software tools and techniques through hands-on applications .It
covers common techniques and approaches for basic reverse engineering,
disassembler and debugger aided debugging reverse engineering high level
languages ,anti-disassembly techniques ,anti-debugging techniques ,anti-VM
techniques and code obfuscation,malware analysis and reversing windows
executables ,and higher-level languages (Python ,Java and.NET bytecode).



Cybersecurity Design Principles (CDP) CY460

The objective of this course is to provide students with a major understanding of how
the Cybersecurity Design Principles work together to create secure systems that both
avoid security problems and restrict unauthorized access to them .Also ,it provides
Learn about and further study security concepts and principles like defense in depth
and zero trust with a variety of practical examples

Graduation Project 2 CY498

This course is the second part of a sequence of two project modules that are
graduation requirements of the Cybersecurity program .The project allows students to
use their acquired knowledge throughout the program to implement the proposed
design during graduation project 1 .It will also assist students to perform testing,
apply appropriate error detection and corrections techniques and help students to
evaluate their system/software .Students will be able to work individually as well as in
a team .Students will be guided to maintain ethical issues ,documentation formats,
develop presentation and communication skills ,use of references and checking
plagiarism .The deliverables are oral presentations ,progress reports,a runnable
software/developed system ,and a final report.

Field Experience CY499
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Introduction to Computing IT101

This course ,using both lecture and laboratory practice ,introduces students to basic

computer

concepts

in

hardware ,software ,networking ,programming ,database,

artificial intelligence ,application development ,data science and management ,cloud
computing ,and cybersecurity .Additional lectures examine social ,legal ,ethical issues

including privacy ,intellectual
spreadsheets ,databases ,presentation ,word processing

property ,and accessibility .Hands-on lab
and

includes

editing ,.and  basic

Drograming.
Programming Fundamentals CS101

This course helps students to develop basic problem-solving skills using an Object-
Oriented programming language. The topics includes API, IDE, DK, numerical Data,
primitive data type, shorthand operators, cast value of one type to another type,
selection statements, switch statements, break and continue statements, relational

operators,

logical

operators,

logical

expressions,

Boolean variable,

Boolean

expressions, repetition statements, nested loops, use of methods in the Math class.
Course work includes writing basic programs in an object-oriented programming

language.
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Object Oriented Programming CS202

This course continues the coverage of the fundamental concepts of Object-Oriented
Programming that started in Programming | (CS101). The course covers basic to
intermediate level of programming. The course covers Methods, Call by Value, Method
Over-loading, Single-Dimensional Arrays, Multi-dimensional Arrays, Classes, Objects,
Object Oriented Programming, Inheritance and Polymorphism

Computer Organization 1S210

The objective of this course is to explain how computers are designed and how they
work. Students are introduced to modern computer principles using a typical processor.
They learn how efficient memory systems are designed to work closely with the
processor, and how input/output (I/0) systems bring the processor and memory
together with a wide range of devices. The course emphasizes system-level issues
and understanding program performance. Topics include instructions sets, assembly
language, internal data representation, computer arithmetic, processor data path and
control, memory hierarchy, pipeline, and parallel processing.

System Analysis and Design IS250

This course is an introduction to systems Analysis and design. It provides a methodical
approach to develop computer-based systems including systems planning, analysis,
design, and implementation. Emphasis is on the strategies and techniques of systems
analysis and design for producing logical methodologies for dealing with complexity in
the development of information systems. The course approaches the development of
information systems from a problem-solving perspective.

Data Structures CS203

The main objective of the course is to teach the students how to select and design
efficient data structures and algorithms that are appropriate for enhancing their
development skills and lead them to efficient software designing and implementation.
This course covers some of the general-purpose data structures, algorithms, and
software development. It introduces the concept of data structures through abstract
data structures e.g., linear, and non-linear data structures. In addition to the
implementation of abstract data structures including the use of arrays, linked lists,
stacks, queues, trees, and graphs. Lastly, it introduces the students to the concept of
searching and sorting algorithms in problem-solving.



Databases I1S240

The objective of this course is to prepare students to be able to implement a working
database system using one of the popular DBMSs such as Oracle. The course
introduces students to the concepts of databases and database modeling and design.
It provides students with a three-stage methodology for designing relational database
applications, namely, conceptual, logical, and physical database modeling and design.
In the first stage students will build a conceptual data model that is independent of all
physical considerations. They will then transform this model in the second stage into
the relational database logical model. In the third stage, students will translate the
logical data model into a physical design for the target DBMS.

Software Engineering IS251

This course is designed to introduce the basic concepts and required skills for
software engineering. It describes the evolving role of software engineering and its
principles and aspects. It also focuses on the different process models: waterfall,
prototype etc. and describes how to manage a software project, which includes:
software project management concepts, team organization, cost estimation, project
scheduling, tracking, project planning, and risk management. The course also
describes the requirement engineering, which includes requirement elicitation,
requirement analysis, requirement validation, requirement specification, and
requirement documentation. In this course students will learn to review a software
requirements document using best practices to assess its quality along with the use
of software tools to support the software project management and the requirement
engineering definition.

Operating Systems IS211

This course is designed to provide the student with a general overview of operating
systems concepts, methodologies and techniques used in the field and their trades-
offs, with various examples from the contemporary used systems. The student will
learn about the basic structure of an operating system, its interaction with the
hardware, software, and users, and the services it provides. The course illustrates
different algorithms and techniques used in controlling, managing, and allocating
various computer resources, such as CPU, memory, storage, and 1I/0 devices. It
demonstrates the tuning of the operating system for maximizing the utilization and
increasing the performance of the computer system.
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Managing People and Organizations IS331

As a result of taking this course, the student should be able to:

Examine organizational behavior and human resource management as distinct but
related fields of study and explain the importance of each in the effective
management of people and organizations. (application and analysis). Analyze
individual, interpersonal, and team level factors that affect human behavior at work.
(analysis). Analyze factors at the organizational level of analysis that affect individual
and organizational performance. (analysis). Explain how managers may enhance
organizational effectiveness by applying organizational behavior and human resource
management principles, theories, and concepts (analysis and application).It gives the
basic concepts of design, build, and employ business models with a focus on IT impact
on these models.

Computer Networks IS370

This course is designed to provide the student with an introduction to computer
networks and the OSI- layers reference model, which includes necessary protocols.
This course also includes a detailed discussion of TCP/IP protocol suite: data link layer,
transport layer, network layer, and application layer. Course practical includes the
study of different networking mediums, devices, and configuration.

Data Science IS343

This course helps students develop the understanding that they will need to make
informed decisions using data and to communicate the results effectively. The course
is an introduction to the essential concepts, tools and methods of statistics for
students in many real-world settings. Students will learn concepts, techniques and
tools they need to deal with various facets of data science practice, including data
collection and integration, exploratory data analysis, descriptive and predictive
modeling, evaluation, and effective results communication to support decision making.

Data Warehousing I1S341

The Data Warehousing course is designed to teach students how to design a data
warehouse using multi-dimensional modeling concepts. It also focuses on the ETL
(Extract, transform, Load) process which aims to combine data from multiple data
sources to feed the data warehouse. Once the data warehouse is built, OLAP (On-Line
Analytical Processing) operations can be applied by execution OLAP operators on
multi-dimensional data cube. The course focuses also on some languages such as MDX
(MultiDimensional eXpressions) and/or DAX (Data Analysis eXpressions) for defining
and querying data warehouses.



Algorithms Design and Analysis 1S321

The course is intended to introduce selected fundamental algorithms from different
application areas to illustrate the techniques used to construct specific strategies for
solving problems, and to study the performance of these algorithms. Topics include
formal definition and characterization of algorithms, fundamentals of algorithm
efficiency including recurrence relations, asymptotic notation, efficiency classes,
empirical analysis of performance, brute force techniques, divide-conquer, decrease-
conquer, graphs, and dynamic programming and greedy technique for optimization
problems.

Financial Accounting IS352

This course aims to introduce the student to the theoretical framework of accounting
and accounting terminology in English, and to develop the student’s abilities on how
to carry out the process of recording financial operations and preparing trial balance
and financial statements in service and commercial establishments.

Cyber Security IS371

This course provides a broad overview of cybersecurity .The terminology ,approaches,
and underlying technologies used in cybersecurity are covered.The technical and
operational issues of information and computer network security including schemes
for breaking security ,risk management approaches and techniques for detecting and
preventing security violations are included .The course also discusses a variety of
cryptography methods and algorithms and focus on ethical and legal issues and
responsibilities related to information and computer security.

Web Programming IS305

This course is designed to provide the student with foundational web programming
knowledge and skills for developing interactive internet-based applications. The
student will learn about the architecture of a web application; the HTML language to
design static web pages, the Cascading Style Sheets (CSS), the client-side scripting
language (JavaScript), the server-side scripting language (PHP), and the interaction
with a database (DBMS MySQL). Course work includes the development of static and
dynamic web pages.



E-Business Systems I1S431

This course aims to equip students with the basic concepts and skills required to
develop e-business applications. It emphasizes on converting organizations from the
traditional ways of carrying out business to electronic ones. It discusses the basic
differences between the two methods and how to convert from the traditional method
to the modern ones using the e-business developed models.

Graduation Project 2 1S498

This course is the second part of a sequence of two project modules that are
graduation requirement of the Information System program. The project allows
students to use their acquired knowledge throughout the program to implement the
proposed design during graduation project 1. It will also assist students to perform
testing, apply appropriate error detection and corrections techniques and help
students to evaluate their system/software. Students will be able to work individually
as well as in a team. Students will be guided to maintain ethical issues, documentation
formats, develop presentation and communication skills, use of references and
checking plagiarism. The deliverables are oral presentations, progress reports, a
runnable software/developed system, and a final report.

Field Training I1S499
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DEICHEN:N IT240
The objective of this course is to prepare students to become able to implement a
working database system using one of the popular DBMSs such as Oracle .The course
introduces students to the concepts of databases and database modeling and design.
It provides students with a three-stage methodology for designing relational database
applications ,namely ,conceptual ,logical ,and physical database modeling and design .
In the first stage students will build a conceptual data model that is independent of all
physical considerations .They will then transform this model in the second stage into
the relational database logical model .In the third stage ,students will translate the
logical data model into a physical design for the target DBMS.

Software Engineering IT251
This course is designed to introduce the basic concepts and required skills for
software engineering .It describes the evolving role of software engineering and its
principles and aspects .lt also focuses on the different process models :waterfall,
prototype etc.and describes how to manage a software project ,which includes:
software project management concepts ,team organization ,cost estimation ,project
scheduling ,tracking ,project planning ,and risk management.The course also
describes the requirement engineering ,which includes requirement elicitation,
requirement  analysis ,requirement  validation ,requirement  specification ,and
requirement documentation .In this course students will learn to review a software
requirements document using best practices to assess its quality along with the use
of software tools to support the software project management and the requirement
engineering definition.

Data Structures Cs203
The main objective of the course is to teach the students how to select and design
efficient data structures and algorithms that are appropriate for enhancing their
development skills and lead them to efficient software designing and implementation.
This course covers some of the general-purpose data structures, algorithms, and
software development. It introduces the concept of data structures through abstract
data structures e.g., linear, and non-linear data structures. In addition to the
implementation of abstract data structures including the use of arrays, linked lists,
stacks, queues, trees, and graphs. Lastly, it introduces the students to the concept of
searching and sorting algorithms in problem-solving.

Database Administration IT341

Database Administration is designed to give students a firm foundation in basic
administrative tasks. This course covers a wide range of subjects in Database
Administration such as: Database architecture (physical and logical structure),
Techniques for Optimizing Databases, Metadata Management, Database Security
(creating user, profile, assigning role), Data storage (RAID levels) and performing
backup and recovery strategies. The course focuses also on major issues in databases
affecting management and performance of database systems. The students will have
a hands-on training to sharpening their abilities to apply concepts related to practical
issues of DBA.
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IT Entrepreneurship and Innovation IT390

understanding basic concepts of entrepreneurship in the area of IT, understanding the
role and importance of entrepreneurship for economic development, developing
personal creativity and entrepreneurial initiative related to the program'’s discipline,
adopting the key steps in the elaboration of business idea, understanding the stages
of the entrepreneurial process and the resources needed for the successful
development of entrepreneurial ventures.

Algorithms Design and Analysis IT221

Data Science IT342
This course helps students develop the understanding that they will need to make
informed decisions using data and to communicate the results effectively. The course
is an introduction to the essential concepts, tools and methods of statistics for
students in many real-world settings. Students will learn concepts, techniques and
tools they need to deal with various facets of data science practice, including data
collection and integration, exploratory data analysis, descriptive and predictive

modeling, evaluation, and effective results communication to support decision making.
Computer Organization IT210

The objective of this course is to explain how computers are designed and how they
work .Students are introduced to modern computer principles using a typical
processor .They learn how efficient memory systems are designed to work closely
with the processor ,and how input/output (I/0) systems bring the processor and
memory together with a wide range of devices .The course emphasizes system-level
issues and understanding program performance .Topics include instructions sets,
assembly language ,internal data representation ,computer arithmetic ,processor data
path and control ,memory hierarchy ,pipeline ,and parallel processing.

System Analysis & Design IT250

This course is an introduction to systems Analysis and design. It provides a methodical
approach to develop computer-based systems including systems planning, analysis,
design, and implementation. Emphasis is on the strategies and techniques of systems
analysis and design for producing logical methodologies for dealing with complexity in
the development of information systems. The course approaches the development of
information systems from a problem-solving perspective

Introduction to loT IT360

This course provides a broad overview of cybersecurity .The terminology ,approaches,
and underlying technologies used in cybersecurity are covered.The technical and
operational issues of information and computer network security including schemes
for breaking security ,risk management approaches and techniques for detecting and
preventing security violations are included .The course also discusses a variety of
cryptography methods and algorithms and focus on ethical and legal issues and
responsibilities related to information and computer security.
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Cyber Security IT371
This course provides a broad overview of cybersecurity .The terminology ,approaches,
and underlying technologies used in cybersecurity are covered.The technical and
operational issues of information and computer network security including schemes
for breaking security ,risk management approaches and techniques for detecting and
preventing security violations are included .The course also discusses a variety of
cryptography methods and algorithms and focus on ethical and legal issues and
responsibilities related to information and computer security.

Web Development T304

This course is designed to provide the student with foundational web programming
knowledge and skills for developing interactive internet-based applications .The
student will learn about the architecture of a web application; the HTML language to
design static web pages ,the Cascading Style Sheets (CSS ,(the client-side scripting
language (JavaScript ,(the server-side scripting language (PHP ,(and the interaction
with a database (DBMS MySQL .(Course work includes the development of static and
dynamic web pages.

Multimedia Technology IT381

This course is an introduction to multimedia technologies covering the basic elements
of multimedia which are text ,graphic ,audio ,video ,and animation .The course covers
the basic digital representation of each one of these elements and the existing
standards for their compression and storage .It also covers the techniques and tools to
design and implement multimedia applications.

Artificial Intelligence IT322

This course provides an overview of the field of Artificial Intelligence .The topics
covered include Problem Solving by Searching ,Constraint Satisfaction Problems ,Local

Search ,Genetic Algorithms ,Introduction to Neural Networks ,Knowledge
Representation and Propositional Inference.

Mobile Applications IT405

This course is an introduction to mobile application design and implementation.
Through this course, students will be able to desigh and implement applications for
the Android devices. The presented topics cover the essential of the mobile
development, mainly: mobile GUI design and implementation, data saving, DB access,
network access, use of API features contacts, file system, Accelerometer, etc.. and
security of mobile applications.



Human Computer Interaction IT482
This course is designed to familiarize students with the skills and concepts of Human-
Computer Interaction (HCI ,(including the understanding of user needs interface
design and interface evaluation .Topics include an introduction to HCI ,Human and
computer peculiarities ,HCl goals ,Usability goals ,interaction types and interface
types ,design principles ,cognitive framework (Attention ,Perception,Learning &
decision making ,(HCl design ,data gathering & analysis ,interface types ,natural user
interface & interaction framework.

Graduation Project 1 IT497

This course is the first part of a sequence of two project modules that are graduation
requirement of the information systems program .In this module ,the students are
expected to propose ,analyze ,and design a software system or conduct a thorough
investigation of a particular IS-related problem for contribution in computer science
and related research domains .The deliverables are oral presentations and written
reports demonstrating a quantifiable approach to the solution.

IT Project Management IT430
This course provides an understanding of the basic concepts of Project
Management(The Nature of Information Technology Projects ,Conceptualizing and
Initializing the IT Project ,An Information Technology Project Methodology (ITPM ,((
Project Management and Information Technology Context ,Developing the Project
Charter and Baseline Project Plan, Project Management Process Groups and
Integration Management ,The Human Side of Project Management( Human Resource
Management ,Stockholders ,(Project Scope Management(Defining and Managing
Project Scope , The Work Breakdown Structure and Project Estimation ,(Project Time
Management(The Project Schedule and Budget(Gantt Charts ,Project Network
Diagrams ,PERT Method ,(Project Cost Management(Cost Estimation ,EVA(Earned Value
Analysis ,(Managing Project Risk.

Graduation Project 2 IT498
This course is the second part of a sequence of two project modules that are
graduation requirement of the Information System program .The project allows
students to use their acquired knowledge throughout the program to implement the
proposed design during graduation project 1 .1t will also assist students to perform
testing ,apply appropriate error detection and corrections techniques and help
students to evaluate their system/software .Students will be able to work individually
as well as in a team .Students will be guided to maintain ethical issues ,documentation
formats ,develop presentation and communication skills ,use of references and
checking plagiarism .The deliverables are oral presentations ,progress reports ,a
runnable software/developed system ,and a final report.
Field Experience IT499
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